
Malware Trends

WatchGuard’s Threat Lab team are like forensic cyber investigators who shine our 

analytical flashlight into the threat landscape in order to uncover hidden digital cyber crime 

trends. Our quarterly Internet Security Report includes detailed threat intelligence about the 

top and most-widespread malware, the most common network attacks seen in the wild, and 

the top domains targeting your users.

Q4 2019 Internet Security Insights

23,333,943 
malware variants blocked by WatchGuard in Q4 2019

   1% Increase in malware

New & Notable Network Attacks

   47 attacks per device

 APT Blocker detection in Q4 increased 
over the previous quarter, pushing total detections 
to over 10 million for the �rst time ever.

 
 SQL injection attacks rose an enormous 8000% in Q4 2019 

High-Level Threat Trends for Q4 of 2019

The Firebox Feed recorded 
threat data from 

40,190 
participating Fireboxes  

A 9 increase from the 
previous quarter 

Our GAV service blocked 

23,333,943 

malware variants

A small 1% increase in 
basic malware

APT Blocker detected

10,166,177 
additional threats

A huge 66% increase in 
zero day hits

IntelligentAV blocked

1,045,675     
malware hits

 79% QoQ increase 
makes the largest IAV 

increase yet
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Malware Detection by Region
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Exploit.MathType-Obfs.Gen

MathType-Obfs exploits a �aw in Excel by using 
malicious macros. By tricking a victim into open-
ing a malicious Excel �le with a specially crafted 
macro, the attacker’s malicious script downloads 

and runs additional code with the logged-on 
user’s privileges.

Hacktool.Sqlpass

Originally created by Arne Vidstrom, the Sqlpass 
signature identi�es a program called SQLdict. 

SQLdict attempts to log in to a SQL database with 
a username and password using a list of possible 

passwords from a password dictionary.

JS.Trojan.ScriptInject.A

This signature covers many suspicious malware 
payloads where JavaScript commands aren’t 
formatted in a clean way. Obfuscated scripts, 

commands strung together, and excessive 
escape characters like a forward slash indicate a 

hidden motive.

Win32/Heri stayed in the number one spot with 

5,347,866 detections this quarter.

network attacks
1.88 Million

Firebox Feed included threats captured from

40,190 Firebox appliances
deployed across the world 

66%

1,

In Q4 2019, WatchGuard Fireboxes blocked over
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Read the full Internet Security Report at 

www.watchguard.com/security-report

Let’s take a look at a few of the top network exploits 
from our top 10 network attacks list.

WatchGuard Threat Lab

COUNT THREAT NAME CATEGORY LAST SEEN

5,347,866 Win32/Heri Win Code Injection Q3 2019


